Common Fraud Tests by Functional Area


TRAVEL FRAUD

Duplicate Claims

1) Claims for personal mileage and rental car

2) Claims for meals, hotel, airfare charged to corporate credit card and reimbursed

3) Overlapping travel dates

4) Travel dates where leave was incurred (personal days) costs reimbursed

Fraudulent Claims

1) Gasoline charges for personal use (more than one vehicle in same day)

2) Consecutively numbered meal or hotel receipts

3) Same receipts (airline, hotel, meal, etc.) submitted a few months apart

PAYROLL FRAUD

Ghost Employees 
1) No taxes or benefits

2) Invalid Social Security Number

3) More than one employee with same address and/or phone number

4) Frequent employee address changes

5) P.O. Box, Drop Box Address, Organization’s Address, or no home address

6) Unusual work location, no work phone or location

7) No annual or sick leave used over a reasonable period

8) No evaluations, raises, or promotion over an extended period

9) Terminated employees still on the payroll

a. Paycheck issued after the termination/last worked date 

b. Match paycheck file with active employee file 

Excessive Pay Rates

1) Non-market pay rates or pay rates in excess of authorized

2) More than one pay increase/change without a position change in the last year

3) Employees with the same address in the same unit (preferential hiring/nepotism)

4) Excess pay rates or comparison of pay rates by unit/location

5) Excess overtime or continual pattern of overtime

6) Commissions or bonuses are excessive or don’t agree to performance factors

Nepotism

1) Same department, same address

VENDOR/PURCHASING FRAUD

Conflict of Interest

1) Vendor address same as employee address

2) Vendor phone same as employee phone

Fraudulent vendor

1) More than one vendor with the same address

2) Vendors with P.O. Boxes, Drop Boxes or no address

3) Vendors with no phone numbers

4) Sequentially numbered invoice

5) Numerous invoices just below approval thresholds

6) Invoices with same dates and amounts

7) Invoices significantly greater than purchase order

8) Vendor names that SOUND LIKE well known vendors

9) Invalid FEID numbers

10) Deliver to address not entity address

Vendor Kickbacks/Bid Rigging

1) Contract award date precedes proposal due date (bid rigging)

2) Bid received date of awarded contract is always latest bid (bid rigging)

3) Contracts just below bid limits (preferential buys)

4) Splitting contracts to avoid bid limits (preferential buys)

5) Purchase quantities exceed contract quantities (excess purchases)

6) Purchases do not result in a related increase in inventory levels (merchandise never shipped or under shipped)

7) Inventory levels continue to rise (excess purchases)

8) Duplicate invoice numbers (duplicate pays)

9) Duplicate date and invoice amounts (duplicate billings)

10) Increase in production costs due to increase in supply costs (inflated prices)

11) Increase in returned merchandise/credits (inferior supplies)

12) Unusually high discounts or credit terms (preferential treatment)

13) Inventory write-off for obsolete goods then additional purchase of these items

Theft of Services

1) Use of phone system for personal or outside business calls (excess activity)

2) use of postage, express mail services (ship to same last name as approver, excess activity)

3) Use of 800 calling system (frequent call from numbers)

REVENUE FRAUD

Skimming

1) Reduction of sales yet inventory levels falling

2) Increase in inventory shortages

3) Cashier overages or shortages

4) Increase in customers returning merchandise without receipts (duplicate returns)

5) High number of cashier no sales, voids, corrections, or overrides

6) Duplicate credit memos or gift certificate numbers redeemed

Lapping Receivables

1) Increase in A/R aging

2) Amounts paid don’t agree to amounts owed 

3) No collection letters being mailed on outstanding debt (no bill flag)

4) Increase in average time from billing to collection

5) Increase in small dollar write-offs

Borrowing 

1) Lags from receipt dates to deposit dates

Writing Off Debts Collected (funds retained)

1) Increase in write-offs

2) Increase in adjustments (customer complaints)

3) High value credit, adjustments

4) Gaps in invoice sequence (invoices not recorded in A/R System)

5) Duplicate credit memo numbers (processing credit memos twice)

Kickbacks/Conflict of Interest

1) Unusually high sales discounts

2) Unusual credit terms, credit limits

3) Gaps in invoice numbers 

4) Frequent credit memos to the same customer

5) Ship to address same as employee address

6) High damages items rate

7) Increase in inventory markdowns

